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The Rising Mistrust Towards Your Email

Emails are inherently built into our daily business activities, 

from contacting customers to sharing files with colleagues. 

However, our emails have increasingly become a weak 

point in any cybersecurity infrastructure. 

Mimecast reported that 54% of surveyed organisations 

saw an increase in phishing email scams from 2018 to 2019. 

The infamous email scam by an alleged Nigerian Prince 

or receivers saw individuals invest their money and time 

into a phoney investment scandal2. Users provided their 

bank details to a previously unknown email account after 

being told that money would be transferred to them under 

the pretence of “safekeeping” the investment funds. This 

would lead to money being withdrawn from the user’s 

account without their consent. In 2018, it was reported that 

Americans lost an average of $2,133 in 2018 to these types 

of frauds3. However, this type of scam has evolved from 

requesting bank details to asking for personal information.

These well-known scams can be di�icult to detect as they 

become more advanced. Often, anti-malware software can 

detect fraudulent email content and eliminate the email 

before it can be opened4. However, it is estimated that the 

average user receives +120 emails a day5, which makes it 

easy for some email scams to enter an inbox unnoticed. 

Identity Issues 

Phishing emails are so e�ective because they deceive the 

individual into believing they’ve received an authentic email. 

It is one instance in which email fraud is accomplished that 

requires confidential information to be shared. Most often, 

people can detect the scam because the email address 

doesn’t align with the organisation’s website address, there 

are spelling or grammar errors6 or there is a non-specific 

greeting7. The key challenge is determining the identity of 

the sender8. 

Broadly, a digital identity can be defined as  the information 

about a company or individual that is online9. This can be 

di�icult to control when our digital identity can be created 

via a range from di�erent services and platforms in which 

individuals or companies much relinquish some of their 

information.

Individuals often must blindly trust that companies 

have control of their data and securely store it. Most 

importantly, individuals trust that this data is not shared 

with unauthorised third parties. Therefore, customers and 

clients trust that digital communication from companies is 

genuine. When this isn’t achieved, then there becomes a 

breakdown in trust between companies and clients. As a 

consequence, 73% of Business Email Compromise (BEC) 

victims claim that they’re su�er direct financial loss 1. 

Figure 1. The impact on businesses 
after they become victim of an email 
impersonation case in 20191.

2



Catalyst: Advancing Digital Authentication

Email impersonation can be di�icult for companies to 

combat as the information that is used against them 

is often in the public space. Unfortunately, it is often the 

responsibility of customers to be aware of potential phishing 

scams. Companies can only promote good practices to 

their consumers by emphasising awareness, advertising 

anti-malware software or includes partial confidential 

information in the content to authenticate the email.

The impersonation of emails for companies can also imply 

that they are at risk of other cybersecurity issues. A scam 

email for a customer can often be disregarded due to 

the frequency of them but, if the email appears to come 

from an authentic email address then it can allude  to a 

data breach. In addition, should the consumer open the 

fraudulent email, there is the possibility of malware being 

introduced into their local hardware.

Blockchain Technology 

Blockchain and Distributed Ledger Technology (DLT) 

o�ers unique unforgeable digital signatures that can 

eliminate the engagement by unsuspecting clients with 

impersonation emails. This technology o�ers companies 

the opportunity to integrate a trustless method of providing 

a company employee’s digital identity using the immutable 

and cryptographic components of DLT.

Catalyst is Atlas 3T’s native DLT platform that has been 

created to specifically streamline workflow processes to 

reduce administrative tasks and increase productivity. 

For email security and data transfer, Catalyst o�ers an 

alternative for proving digital identity in emails. 

Authentication  – Each member of an organisation is often 

assigned their own email account, which can be hacked 

via phishing scams or malware integrated into email 

content. Once hacked, the trust in that email account will 

be reduced. Using digital signatures, Catalyst can o�er a 

trustless system for an organisation’s email accounts. 

Immutability  – The traceability of emails can be di�icult 

with so many being sent and received every day. Using 

Catalyst, each email sent internally can be automatically 

timestamped on the blockchain to ensure each email is 

sent.

Verification  – Business email accounts can often be 

identified by the username followed by the “@” symbol and 

domain component. However, this can often be forged or 

given a negligible change to appear trustworthy. Catalyst 

o�ers an additional proof of identity using cryptographic 

digital signatures uniquely assigned to each individual.

The time-consuming nature of email attacks can be 

exhausting and reduce productivity levels across an 

organisation. With 88% of organisations experiencing 

email-based spoofing of business partners and vendors in 

20191, it is clear that the solution of anti-malware software 

doesn’t completely solve the issue. 

The challenge is to ensure that each individual can verify 

the digital identity of an employee to ensure that the 

email account is not compromised. With this in mind, it is 

time that companies look to new technologies that o�er 

tamperproof and verifiable solutions. 

Using Catalyst and Timescribe together, a solution can 

be found that creates unique and unforgeable digital 

signatures, as well as an immutable record of all emails 

sent by the organisation For a company, this can ensure 

that internal emails verifiable and trustworthy and external 

impersonation emails can be challenged immediately. 

Emails can become more secure, trustworthy and there 

can be a reduction in time for manually checking of email 

authentication. 

Atlas 3T’s products and services help companies, 

organisations and individuals streamline their workflow 

to ensure time is spent on the important tasks to increase 

productivity using blockchain-based solutions. For more 

information about the company, then visit our website. 
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Improving Email Authentication

Emails can contain highly confidential or sensitive 

information that shouldn’t be available to unrelated parties. 

Companies that communicate with clients via email need 

to be able to authenticate their identity and reassure that 

users’ confidential information remains secure. 

Timescribe is the first product released by Atlas 3T that o�ers 

timestamping functionality with blockchain advantages. 

The product uses blockchain to create a unique hash of 

email email cna be stored on or o� chain. Timescribe uses 

the cryptographic component of blockchain to create a 

distinctive digital signature that signs each email. A digital 

signature o�ers the ability to link each timestamp to a 

specific individual.

Blockchain o�ers the functionality of creating proofs of 

emails sent by companies that can be authenticated for all 

receivers. This reduces the time taken to manually verify 

that emails are authenticate. 

This alternative solution o�ers a plug-in of Timescribe that 

o�ers full automation for companies (figure 2). Companies 

would be required to sign up to an Atlas 3T portal that 

would include a Know Your Customer (KYC) process to 

ensure company validity. The company’s email application 

will receive a plug-in that would automatically generate 

a timestamp uniquely signed with the company’s digital 

signature for all emails sent from a company domain. This 

would require the portal to check the “sender domain”, 

rather than the “from domain”, to reduce the likelihood of 

potential impersonation occurring. The receiver would then 

be able to verify the email’s authenticity by comparing the 

digital signature with the company’s known one via the 

portal. 

Another solution can o�er additional responsibility for the 

organisation for their own cybersecurity measures. The 

email sent would automatically travel through the Domain 

Name System (DNS) and that will create a text record that 

is linked to a unique blockchain public key (figure 3). This 

would be automatically added to the bottom of the email. 

The external individual would then be able to verify the 

email by checking that the public key is in fact the one 

associated with the company. This solution o�ers the 

opportunity for companies to gain control of their DNS and 

ensure their authenticity for their clients and users.
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Figure 2. An email authentication system that utilises the 
cryptographic component of blockchain technologies to create 
unique tamperproof digital signatures to sign emails. 

Figure 3. An email authentication system that utilises the DNS 
for automation of digital signatures to be added to all emails sent 
from a company with their public key attached.
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Advancing Current Solutions 

Email fraud is often countered with a combination of 

threat protection (i.e. anti-malware software), advocated 

awareness and an adaptable and flexible strategy in the 

event of an attack. The various components of this strategy 

can be time consuming and require a lot of e�ort to upkeep.

Blockchain enables an automation and implementation of a 

trustworthy solution against the impersonation of a digital 

identity. The technology doesn’t require raising additional 

awareness or having to create a response strategy to the 

potential problem because of its tamperproof nature.

Blockchain technologies can construct a chronological 

path of data owned by a specific company or group of 

individuals. Asymmetric key cryptography is used to create 

a public-private key pair. The public key can be shared 

with external individuals; this public key allows verification 

of any messages or transactions digitally signed by the 

private key belonging to the owner of the key pair. These 

signatures are created in such a way that only the owner of 

the private key could have possibly created this signature 

that is verifiable with the corresponding public key.

Automation  – Timescribe flawlessly integrates into your 

current email provider application to provide a method of 

verifiable digital identity.

Building Trust  – Timescribe reduces the risk of 

impersonated emails being sent and opened by clients as 

they can quickly verify each email against the company’s 

public key. 

Immutability  – Blockchain technologies use cryptography 

to link data in a chronological order. This make the verified 

data tamperproof, even if it’s stored o� chain. 

Secure – The record of emails sent from a company will 

be kept in a tamperproof manner by leveraging blockchain 

technologies.
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Figure 4. The future of cybersecurity solutions leveraging blockchain technologies. Catalyst, by Atlas 3T, o�ers immutability, scalability, 
security and speed for all solutions listed below.
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Improving Email Security

Implementing an e�ective email security strategy can be 

di�icult for companies that send hundreds or thousands 

of emails every day. Tracking impersonating emails sent 

to clients and customers cannot often be achieved due to 

resource constraints. 

With the rise of social media and the public availability of 

information has led to an increased in email frauds and 

scams. Consequently, the probability of success for more 

advanced tactics of email fraud is 75.5%11. Organisations 

need to ensure that their digital communication and their 

customers’ personal data remains secure.

Domain-based Message Authentication Reporting and 

Conference (DMARC) o�ers an authentication system 

for digital communication 12. For domain owners, they are 

able to register their domain for email authentication and 

ensure policy for messages that fail authentication. For 

email receivers, they can trust that the email domain has 

been authenticated by a third-party. 

Blockchain technologies o�er trustless and secure 

authentication that can be integrated into cybersecurity 

strategies. A solution using Catalyst and Timescribe can 

o�er true authentication by companies undergoing a third-

party KYC process before receiving an unforgeable private-

public key pair. For consumers, this can provide peace of 

mind as the information cannot be altered by any party and 

restore trust in digital communication. 

The Future of Protecting Digital Identities

With the increasing automation and digitalisation of 

services, the importance of secure digital identities is 

increasing. The ability to have digital identification and 

authentication that can be audited or authenticated is 

crucial13. 

For businesses, they can provide authenticated and 

secure digital communication with clients and customers. 

Consequently, any data or information transferred can be 

categorised as trustworthy too. 

For individuals, the creation and protection of their digital 

identity aids their participation in their social, economic and 

political life. The authentication of a digital identity provides 

the ability for global sustainable development. UNICEF 

recognised that in India only 61% of wage payments reach 

eligible workers due to a lack of digital identity management 

and authentication in labour processes14.  This is because 

of inadequate digital identity management systems. 

As digital identities to continue to develop and grow, 

there is the expectation that public supervision for digital 

identification will be demanded15. Blockchain technologies 

enable a trustless method of digital identity authentication. 
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 “...extending full digital 
ID coverage could unlock 

economic
value equivalent to 3 to 13 
percent of GDP in 2030.”
- McKinsey & Company17
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Conclusion

With the prevalence of email impersonation, companies 

need to provide a method of authentication for their digital 

communication with clients and customers. This is required 

to establish and maintain a high-level of trust.

The challenge is to ensure that a high level of assurance 

can be provided for clients and customers. Blockchain 

technologies can provide a high-level automated 

authentication method using cryptography. 

The automation of this system can ensure the reduction in 

risk of email impersonation leading to financial losses. In 

addition, the ability to verify the digital identity on digital 

communication can reduce the spread of malware or 

misinformation.

The addition of an authentication system can raise the alarm 

of a fraudulent email by a customer faster, reducing and 

minimising damage. The solution provides companies the 

opportunity to highlight that they are capable of minimising 

cybersecurity risks and highlights their proactive actions 

towards reducing risks.

The trustless nature of blockchain technology prevents 

tampering and impersonation of a digital identity. The 

immutable component of Timescribe o�ers a chronological 

record of emails sent from the authenticated company. This 

method of authentication can be trusted by all parties.

Blockchain technology puts companies at the forefront 

of transforming and protecting their digital identity. The 

technology enables privacy, security, equality16 and the 

ability to continue building new opportunities with clients 

and customers. 

Our team o�ers blockchain training, strategic advisory, 

development services and opportunities for joint ventures 

and co-creation. We’re here to help you and your 

organisation along your blockchain journey.
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Our team offers blockchain training, strategic advisory, 
development services and opportunities for joint ventures and co-
creation.  
We’re here to help you and your organisation along your 
blockchain journey.

Learn more about building a supply chain solution for your 
business with Atlas 3T, please contact us:  
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+44 (0) 203 9701 592
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Paddington
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